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Data Sheet: Endpoint Security  

Symantec™ Network Access Control Mobile Edition  
                

Overview 

Symantec™ Network Access Control Mobile Edition works 

with Symantec Endpoint Protection Mobile Edition to 

enforce compliancy with security policies and ensures that 

only secure, policy-compliant devices can access the 

network and email on Microsoft® Exchange. Symantec 

Network Access Control Mobile Edition supports both 

Windows Mobile and Symbian OS mobile devices. These new 

devices accessing corporate resources can now receive the 

same policy enforcement technologies organizations require 

on other corporate endpoints such as desktops and laptops.  

 

Symantec Network Access Control provides client-based 

integrity checking and centralized alerting of device 

integrity status. Assessment of host integrity status for 

mobile devices ensures organizations are able to 

consistently enforce IT policy. Centralized logging, reporting, 

and alerting further enables organizations to proactively 

monitor the status of managed devices.  

 

Symantec Network Access Control Mobile Edition provides 

enterprise-class management through the Symantec 

Management Platform. This enables administrators to 

centrally define and distribute security policies to mobile 

devices over-the-air. It also integrates with the Symantec 

Mobile Management solution to enable unified security and 

management of mobile devices from a single management 

console. Integration with Symantec LiveUpdate further 

helps to ensure timely updates of content. 

        

Key benefits 

 Increased confidence when providing mobile devices 

access to confidential data and corporate email 

 Organizations can verify compliance through up-to-date 

and archived endpoint integrity assessment data 

 Integrates with Symantec Mobile Management to 

provide unified security and management for mobile 

devices 

 Administrators are alerted when security incidents 

occur on managed devices 

 Administrators can utilize the same Altiris 

management platform which is also used to manage 

the organization’s desktop and server systems 

 Verification that endpoint security investments such 

as antivirus and client firewalls are enabled and 

properly configured 

       

Key features   

 Assessment of devices to ensure that required 

technologies such as antivirus, firewall, and other 

security components are installed, running, and 

correctly configured before allowing access to the 

network or corporate email 

 On-device verification of installed software version 

numbers 

 Customizable server and client alerts upon host 

integrity assessment results 

 Seamless integration with Symantec Endpoint 

Protection Mobile for Self-Enforcement capabilities 

 Centralized over-the-air enterprise management with 

the Symantec Management Platform 
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Platform support 

Mobile device 

Operating Systems 

- Microsoft Windows Mobile 6..0/6.1 Standard 

- Microsoft Windows Mobile 6.0/6.1 Professional 

- Microsoft Windows Mobile 5.0 Smartphone 

- Microsoft Windows Mobile 5.0 Pocket PC 

- Symbian OS 9.1 or later 

- Symbian OS Series 60 v3.x 

Device Storage: 

- Windows Mobile 6.0/6.1 Professional – 1.8 MB 

- Windows Mobile 6.0/6.1 Standard – 1.7 MB 

- Windows Mobile 5.0 Pocket PC – 1.8 MB 

- Windows Mobile 5.0 Smartphone – 1.7 MB 

- Symbian OS – 1.1 MB 

PC requirements 

Microsoft ActiveSync® 4.1 or later  

     (for use with Windows Mobile phones) 

Nokia® PC Suite  

     (for use with Symbian OS phones) 

Microsoft Windows Vista® with Microsoft Mobile Device 

Center 6.0 or later (for use with Windows Mobile phones) 

Enterprise manager 

Processor—Pentium* lll 800 MHz or faster 

Memory—1 GB RAM 

Hard drive—20 GB 

Operating system—Windows Server 2003 SP1, 

Windows 2000 Server SP4 or later 

Database—Microsoft* SQL Server 2000 SP3 or 

SQL Server 2005 

Browser—Microsoft Internet Explorer 6 SP1 or later 

        

 

 

 
 

 

 

 

 

More information 

Visit our Web site 
http://enterprise.symantec.com 

 

To speak with a Product Specialist in the U.S. 

Call toll-free 1 (800) 745 6054. 

 

To speak with a Product Specialist outside the U.S. 

For specific country offices and contact numbers, visit our 

Web site. 

 

About Symantec 

Symantec is the world leader in providing solutions to 

help individuals and enterprises assure the security, 

availability, and integrity of their information. 

Headquartered in Cupertino, Calif., Symantec has 

operations in more than 40 countries. More information is 

available at www.symantec.com. 

 

Symantec World Headquarters 

20330 Stevens Creek Boulevard 

Cupertino, CA 95014 USA 

+1 (408) 517 8000 

1 (800) 721 3934 

www.symantec.com 
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