


SonicWALL Secure Remote Access Series - Any time, anywhere access to resources
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SonicWALL Secure Remote Access Solutions
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Wireless Authentication

The SonicWALL appliance
can be configured to
authenticate WLAN users,
granting them access to
internal resources while
keeping the session
secure. The benefit to
this method of acccess
is“clientless”access

from the WLAN.

Wireless User

Step 1:
Wireless user
obtains DHCP
lease on the
WLAN
network.
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Unified Threat Active

Management Directory,

Scanning o RADIUS,

Other Citrix Other LDAP

Servers XenApp and Desktops or local

and Microsoft database
Applications Terminal Servers
Corporate LAN
NetExtender Client
running SonicWALL Agent
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SonicWALL CDP Appliance

Local Area Network

Router/
Modem

Location 4

Location 5

DMZ/SSL VPN

SonicWALL
SRA Appliance

Step 2:

When browser is
opened, the user is
redirected to the
appliance and
prompted for
authentication.

Workstations AD Server

Step 3:

Once authenticated, the user can open a
NetExtender session which will create a
“tunnel all”route from the client’s system
to the appliance. The user will be given a
NetExtender client subnet and can now
access internal and external resources.
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SonicWALL Secure Remote Access Series

SRA 1200

Concurrent User License:

Maximum allowable
concurrent Virtual Assist
technicians:

Maximum Concurrent
Users:

SRA 4200

Concurrent User License:

Maximum allowable
concurrent Virtual Assist
technicians:

Maximum Concurrent
Users:

Recommended for organizations with 50 or
fewer employees

Starts with 5 concurrent users. Additional user
licenses available in 1,5, and 10 user increments.

10

50

Recommended for organizations with 500 or
fewer employees

Starts with 25 concurrent users. Additional user
licenses available in 10, 25, and 100 user
increments.

25

500

Applications Supported
Proxy

NetExtender

Encryption

Authentication

Multiple Domain Support

Multiple Portal Support
Fine Grain Access control

Session Security

Certificates
Server

Client

Cache Cleaner

Citrix (ICA), HTTP, HTTPS, FTP, SSH, Telnet, RDP,
VNC, Windows® file sharing (Windows SMB/CIFS)
Any TCP/IP based application: ICMP, VolIP, IMAP,
POP, SMTP, etc.

DES (128), 3DES (128, 256), AES (128, 192, 256),
ARC4 (128), MDS, SHA-1

RSA, Vasco, One-time Passwords, Internal user
database RADIUS, LDAP, Microsoft, Active
Directory, Windows NT Domain

Yes
Yes

At the user, user group and network resource
level

Inactivity timeouts prevent unauthorized use
of inactive sessions

Self-signed with editable common name and
and imported from third parties
Optional client certificates supported

Configurable. Upon logout all cached downloads,
cookies and URLs downloaded through the SSL
tunnel are erased from the remote computer

Client PC Operating Systems Supported

Proxy
NetExtender

Web Browsers Supported
Personalized Portal

Management

Usage Monitoring

Logging

Single-Arm Mode

SonicWALL Virtual Assist
or Virtual Access
(licensed together)

IPv6 Support
Application offloading
Web Application Firewall

All operating systems

Windows 2000, 2003, XP/Vista (32-bit and 64-
bit), 7 (32-bit and 64-bit), Win Mobile 6.5 (Pocket
PC), Win Mobile 6.5 (Classic/Professional), MacOS
10.4+ and SnowLeopard (PowerPC and Intel),
Linux Fedora Core 3+ / Ubuntu 7+ / OpenSUSE

Microsoft Internet Explorer, Firefox Mozilla

The remote user sees only those resources
that the administrator has granted access to
based on company policy

Web GUI (HTTP, HTTPS), Send syslog and
heartbeat messages to GMS (4.0 and higher)
SNMP Support

Graphical monitoring of memory, CPU, users and
bandwidth usage

Detailed logging in an easy-to-read format,
Syslog supported email alerts

Yes

Connection to remote PC, chat, FTP and diagnostic
tools

Basic
Yes
Yes

Hardened Security Appliance

SRA 1200 Yes
SRA 4200 Yes
Cryptographic Hardware Acceleration
SRA 1200 No
SRA 4200 Yes
Interfaces
SRA 1200 (2) Gigabit Ethernet, (2) USB, (1) Console
SRA 4200 (4) Gigabit Ethernet, (2) USB, (1) Console
Processors
SRA 1200 x86 main processor
SRA 4200 x86 main processor, cryptographic
accelerator
Memory (RAM)
SRA 1200 1GB
SRA 4200 2GB
Flash Memory
SRA 1200 1GB
SRA 4200 1GB
Power Supply
SRA 1200 Internal
SRA 4200 Internal
Max Power Consumption
SRA 1200 53W
SRA 4200 75W
Total Heat Dissipation
SRA 1200 181.0 BTU
SRA 4200 256.0 BTU
Dimensions
SRA 1200 17.00x10.13x 1.75in
4318 x 25.73 x 4.45 cm
SRA 4200 17.00x10.13x 1.75in
4318 x25.73 x 445 cm
Appliance Weight
SRA 1200 9.50 Ibs
430kg
SRA 4200 9.50 Ibs
4.30 kgs
WEEE Weight
SRA 1200 10.0 Ibs
450kg
SRA 4200 10.0 Ibs
4.50 kgs

Major Regulatory
Compliance

Environment

MTBF
SRA 1200
SRA 4200

FCC Class A, ICES Class A, CE, CTick, VCCI
Class A, MIC, NOM, UL, cUL, TUV/GS, CB
32-105° F, 0-40° C

Humidity 5-95% RH, non-condensing

13.0 years
8.3 years
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